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Abstract

Cybercrime could be committed without borders. However, legal measures of
access to computer data for the investigation of such crimes could have impact on human
rights. The purposes of this study were: 1) to analyze existing international cooperation
measures on access to computer data for the prevention and suppression of computer
crime 2) to analyze data acquisition and access measures stipulated in the United Nations
draft treaty framework of cybercrime by making comparative analysis with the existing
international cooperation measures in terms of efficiency and impact on human rights.
The conceptual framework used in the research is the right to privacy, the protection of
personal data and the restriction of such right under the principle of proportionality.

This qualitative research used content analysis of related international, foreign and
domestic laws. It was found that 1.) Existing international cooperation measures regarding
access to computer data consist of two main measures, i.e., MLAs which are limited in
their effectiveness and unilateral measures which affect human rights. 2) Certain provisions
of the UN’s Draft Treaty for International cooperation could impact human rights such as
measures of direct access to computer data across borders. Consequently, the researcher,
therefore, proposed recommendations for the Thai government to implement cooperative
measures to obtain evidence of cybercrime in balance with human rights protection.

Keywords: Cybercrime, personal data, human rights, United Nations.
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